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Abstract

The purpose of this study is to ascertain respondents' levels of awareness and usage patterns with
regard to digital wallets in Vellore city. This study looks at people's understanding of the risks
involved in utilizing digital wallets. In this paper it is evaluated user’s comprehension and concerns
with 32 respondents using a simple random technique. The results demonstrate broad adoption
motivated by convenience, particularly among younger users. The majority of participants used
Google Pay, according to the findings. Furthermore, a significant segment of participants
demonstrates an indifferent attitude towards trust-related concern, app functioning problems, and
delayed payments linked to digital wallets. The survey also reveals differing levels of knowledge
about cybercrimes, fraud, and privacy hazards. Notably, social media and online resources became
the main avenues for raising awareness of these subjects. The conclusion emphasises how crucial
it is for public sector banks to raise awareness through focused communication strategies in order
to reduce the dangers associated with transactions using digital wallets and guarantee safe financial
transactions for customers.

Introduction

A digital wallet often known as an e-wallet. It is an electronic device, internet service, or software
application that allows two parties to exchange digital currency units for products and services.
This can include using a computer to make an online buy or a smartphone to make a shop
transaction. Prior to any transactions money can be deposited in the digital wallet, or an
individual’s bank account can be linked to the digital wallet. The wallet could also contain the
user’s driver’s licence, health care, loyalty card, and then identification documents. NFC (Near
Field Communication) can be used to send credentials to a merchant’s terminal. Digital wallets
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are increasingly being used to authenticate the holder’s credentials in addition to performing
simple financial transaction when purchasing alcohol, for example, a digital wallet may
authenticate the buyer’s age. In Japan, digital wallets are referred to as “wallet mobiles”, and the
system has already acquired traction. A cryptocurrency wallet is a digital wallet that stores private
keys for digital currencies such as bitcoin.

Hot and cold wallets are the two types of digital wallets. Cold wallets do not have access to the
internet, whereas hot wallets do the majority of digital wallet users have both a hot and cold wallet.
A wallet is typically used to make quick payments, but a cold wallet is typically used to store and
hold your money and has no internet connections. When using digital wallet, consumers are not
required to fill out order forms on each site because the information has already been kept and is
immediately updated and placed into the order fields across merchant sites. Consumers benefit
from digital wallets as well, because their information is encrypted or protected by a private
software code. Retailers profit from a combination of fraud prevention, speedier payment
acceptance lower transactions costs and lower theft loss.

Digital wallets are accessible to users for free and are relatively simple to obtain when a consumer
purchases at a merchant site that is configured to accept server-side digital wallets, they enter their
name payment and shipping information into the business own form. At the end of the transaction,
the customer is prompted to register for a wallet of their choosing by providing a login detail for
future deals. Users can also obtain wallets via the website of a wallet vendor. While wallets are
free for users, suppliers charge merchants for them. Some wallet vendors arrange for retailers to
pay them a portion of each successful purchase made using their wallets. In other circumstances,
digital wallet vendors execute transactions between cards and participating merchants and levy a
set fee to the retailers. Apple pay, google pay, amazon pay, Samsung pay, phone pe, Paytm, LG
pay, Fitbit pay, Garmin pay, etc are the types of digital wallets.

Review of literature

Widya Sentanu,et.al (2020) explained the development of e-wallets in Indonesia has resulted in
a number of benefits that may encourage users to continue using the service, as well as risks that
may discourage them from doing so. This study redeveloped the risk and benefit factors that shaped
the users’ long-term intention by developing the limitations of the Benefit-Risk Framework. The
PLS-SEM analysis method was used to collect data from 203 online questionnaires. According to
the study’s findings, convenience has the greatest positive impact on users’ intent to return.
Furthermore, users are most concerned about financial risk. It does not, however, preclude them
from continuing to use the e-wallet service.

Akmal Nashren Abd Malik, et.al (2019) said in the age of the technological revolution, ewallets
have risen to prominence as one of the most popular payment methods used globally. However,
its services are still in their infancy and are unknown to Malaysian consumers. So far, only a few
studies have been conducted to assess Malaysians’ willingness to use e-wallets. The purpose of
this paper is to investigate the factors that influence consumers’ intentions to use e-wallets,
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specifically among Malaysian youth aged 18 to 30. In this study, perceived usefulness, perceived
ease-of-use, perceived risk, and trust will be investigated to determine their relationships with
consumers’ intentions to use an e-wallet in Malaysia. The Technology Acceptance Model (TAM)
will be used to build the conceptual framework.

Lokinder Kumar Tyagi, et.al (2018) said nowadays, the vast majority of people, particularly the
younger generation, prefer to purchase necessities via smartphone or laptop. As a result, an
increasing number of businesses/firms are sprouting up at a rapid pace. There are companies that
make a lot of money from online shopping. The work’s gap is limited to the consumer’s experience
and what they believe about the main purpose of genuine utility of e-wallets. This study attempted
to cover the level of customer satisfaction as well as the risk factors involved in e-wallet purchasing
from the customers’ point of view. The current study aims to empirically investigate the primary
purpose/use of an e-wallet, customer satisfaction, and risk factors in e-wallet use.

Roopali Batra et.al (2016) explained that according to the findings, there is a sizable untapped
market for digital wallets in terms of both increasing awareness and usage. The primary reasons
for using wallets were discovered to be time savings and ease of use. Their main concern, however,
remained the security of the money they transacted. The main barriers to its adoption are security
concerns, such as the fear of losing money, and a lack of usability for international transactions.
By investigating digital payment systems in India, an emerging concept, the study contributes
significantly to financial research.

Tracey Caldwell (2012) explained that the google wallet mobile app popularised the e-wallet
concept, but security flaws followed quickly. Banking malware, which attack the highly secure
connection between the bank and the user, appear to be a focus of malware writers. He examines
the security threats to e-wallets and proposes a number of approaches to securing ewallets, ranging
from the secure element to optical tokens and cloud-based authentication. He also discusses the
potential role of retailers, merchants, and telecommunications companies in e-wallets.

Purpose of the study

The purpose of the research on “Awareness and its risk of using digital wallets” is probably to
investigate and comprehend consumers’ awareness of digital wallets and the risks that come with
using them. This may include looking into things like user behaviour, fraud prevention strategies,
security concerns, and possible weaknesses in digital wallet systems.

Objectives of the study

v To know about the digital wallet users in Vellore City.

v To study about the risks involved in digital wallets.

v To analyse the level of awareness among people towards the risks involved in digital
wallets.

Research methodology
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This study explores on the users understanding and the risks involved in using digital wallets in
Vellore City. The study adopted simple random convenient sampling techniques. The sample
respondents collected for the study is thirty-two. The questionnaire is distributed over WhatsApp
through Google form, it is used for the data collection purpose. The purpose of the questionnaire
is to gather data on the awareness among various people on digital wallet, the risk involved while

accessing the digital wallets.

Analysis
The Risk involved while accessing the Digital Wallets
STRONGLY
FACTORS STRONGLY | s\GREE
AGREE NEUTRAL | DISAGREE | DISAGREE
(%)
(“o) (%) (%) (%)
Network problems 37.5 25 28.1 0 9.4
Insufficient safety and 6.2 31.25 37.5 15.6 9.4
security
Delayed payment 9.4 37.5 40.6 6.25 6.25
Transaction failure 12.5 37.5 31.25 12.5 6.25
Failure of app function 21.875 18.75 43.75 9.375 6.25
Lack of trust 6.25 25 50 12.5 6.25
Fraudulent activities 12.5 15.625 37.5 21.875 12.5
Hacking issues 15.63 37.5 21.87 15.63 9.37

The awareness among various people about using digital wallets
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FACTORS FULLY AWARE PARTIALLY NOT AWARE
(%) AWARE (%)
(Y0)
Features of digital 50 37.5 12.5
wallet
Privacy issues 28.13 62.5 9.37
Cyber crimes 28.13 59.37 12.5
Charges made for 43.75 50 6.25
transactions
Fraudulent activities 25 56.25 18.75
that may occur

Findings

It is found that Nearly 65.6% of the respondents use Google pay. Nearly 50% of the respondents
are neutral in facing the risk involved in digital wallet about the Lack of trust. More than 43.75%
of the respondents are neutral in facing the risk involved in digital wallet about the Failure of app
function. More than 40.6% of the respondents are neutral in facing the risk involved in digital
wallet about the Delayed payment.

It is found that around 62.5% of the respondents are partially aware about the Privacy issues. More
than 59.37% of the respondents are partially aware about the Cyber-crimes. Nearly 56.25% of the
respondents are partially aware about the Fraudulent activities that may occur. Nearly 96.9% of
the respondent said yes for internet source as the source of awareness. More than 87.5% of the
respondent said yes for social media as the source of awareness.

Suggestion

Safety and security can be increased while accessing the digital wallets. Payments are delayed, it
can be improved by updating the new version. Improvement can be made in the transaction failure
and repayment of funds. There is lack of trust in using digital wallet it can be created by appointing
the customer care executive and help centres 24*7. Awareness about the Cybercrime can be given
to the users through social media. Digital Wallets owners should provide the details about charges
made for transactions through SMS or Notifications.
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Conclusion

Advertisements can be given to people that E-wallets are safe and secure it increase the trust
among the people. Giving free vouchers advertising in malls, cinema theatres, social media, shops,
newspapers, etc. Arranging public meeting and mass telecast in public place to make them aware
about the cybercrimes. In this study we have analysed the usage of digital wallets in Vellore city
but many of the customers may not aware about the private wallets and its risk involved so the
public sector banks can create awareness to the account holders by sending message and mails to
reduce the unnecessary risk and avoid the loss while transacting the money. Recently Indian

Government banned some of the games in India Likewise all the risk wallets can be removed from
India to avoid the digital crime.

References

1.

10.

Abd Malik, A. N., & Syed Annuar, S. N. (2019). The effect of perceived usefulness,
perceived ease of use, trust and perceived risk toward E-wallet usage. Insight Journal (1J),
5(21), 183-191.

Batra, R., & Kalra, N. (2016). Are digital wallets the new currency. Apeejay Journal of
Management and Technology, 11(1), 1-12.

Caldwell, T. (2012). Locking down the e-wallet. Computer Fraud & Security, 2012(4), 5-
8.

Sentanu, W., Sagala, S. A., Marjuki, D., & Gunadi, W. (2020). Analysis of the effects of
benefit and risk factors on the use of e-Wallet. International Journal of Advanced Research
in Engineering and Technology (IJARET), 11(8), 721-737.

Tyagi, L. K., Mehrotra, S., & Agarwal, R. (2018). E-Wallet Marketing—A Study Of Risk
Involved And Customers’ Satisfaction. If You Want To Grow Your Managerial Skills,
Then You Must Grow Your Inner Self First, 1.

Dr. N. Kesavan, “Exports and Imports Stagnation in India During Covid-19- A Review”
GIS Business (ISSN: 1430-3663 Vol-15-Issue-4-April-2020).

Dr. B. Sasikala “Role of Artificial Intelligence in Marketing Strategies and
Performance” Migration LettersVolume: 21, No: S4 (2024), pp. 1589-1599, SSN: 1741-
8984 (Print) ISSN: 1741-8992 (Online)

Dr. D.Paul Dhinakaran, “Customers Delight towards Service Excellence in Indian
Overseas Bank Chennai” International Journal of Business Education and Management
Studies (IJBEMS), ISSN:2941- 9638, (Vol.3.Issue 1. 2020 (March).

Dr. M. Surekha, “A study on utilization and convenient of credit card” Journal of Positive
School Psychology, http://journalppw.com, 2022, Vol. 6, No. 4, 5635-5645.
Dr.M.Rajarajn “Bus Operations of Service Quality in Tamil Nadu State Transport
Corporation Limited, Kumbakonam” Asian Journal of Management,(A and V
Publication),(ISSN:0976 — 495X), Volume: 4, Issue: 1, May, 2013.

45



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

A STUDY ON “AWARENESS AND ITS RISK OF USING DIGITAL WALLET’S”

Dr.Umesh U, “Impact Of Human Resource Management (HRM)Practices On Employee
Performance” International Journal of Early Childhood Special Education (INT-JECSE),
ISSN: 1308-5581 Vol 14, Issue 03 2022.

M.Rajalakshmi “Current Trends in Cryptocurrency” Journal of Information and
Computational Science, ISSN: 1548-7741, Volume 13 Issue 3 —2023.

Dr.M. Mohana Krishanan “Consumer Purchase Behavior Towards Patanjali Products in
Chennai” Infokara Research, ISSN NO: 1021-9056, Volume 12, Issue 3, 2023.

Dr. Malathi, “Impact of Covid-19 on Indian Pharmaceutical Industry”” Annals of R.S.C.B.,
ISSN:1583-6258, Vol. 25, Issue 6, 2021, Pages. 11155 —11159.

Dr.C. Vijai, “Mobile Banking in India: A Customer Experience Perspective” Journal of
Contemporary Issues in Business and Government Vol. 27, No. 3, 2021, P-ISSN: 2204-
1990; E-ISSN: 1323-6903.

D.Paul Dhinakaran Community Relations of Tamilnadu State Transport Corporation Ltd
International Journal of Research and Analytical ..., 2019

Maneesh P, “Barriers to Healthcare for Sri Lankan Tamil Refugees in Tamil Nadu, India”
Turkish Journal of Computer and Mathematics Education, Vol.12 No.12 (2021), 4075-
4083.

B. Lakshmi, “Rural Entrepreneurship in India: An Overview” Eur. Chem. Bull.
2023,12(Special Issue 4), 1180-1187.

Dr.C. Paramasivan “Perceptions On Banking Service in Rural India: An Empirical Study”
Eur. Chem. Bull. 2023,12(Special Issue 4), 1188-1201

Dr G.S. Jayesh “Virtual Reality and Augmented Reality Applications: A Literature
Review” A Journal for New Zealand Herpetology, ISSN NO: 2230-5807, Vol 12 Issue 02
2023.

Dr.S. Umamaheswari, “Role of Artificial Intelligence in The Banking Sector” Journal of
Survey in Fisheries Sciences 10(4S) 2841-2849, 2023.

S Kalaiselvi “Green Marketing: A Study of Consumers Attitude towards Eco-Friendly
Products in Thiruvallur District” Annals of the Romanian Society for Cell Biology.
2021/4/15.

Dr. D.Paul Dhinakaran, “Impact of Fintech on the Profitability of Public and Private Banks
in India” Annals of the Romanian Society for Cell Biology, 2021

Dr. Yabesh Abraham Durairaj Isravel, “Analysis of Ethical Aspects Among Bank
Employees with Relation to Job Stratification Level” Eur. Chem. Bull. 2023, 12(Special
Issue 4), 3970-3976.

Dr. Sajan M. George “Stress Management Among Employees in Life Insurance
Corporation of India” Eur. Chem. Bull. 2023, 12(Special Issue 4), 4031-4045.

Dr. Rohit Markan “E-Recruitment: An Exploratory Research Study of Paradigm Shift in
Recruitment Process” Eur. Chem. Bull. 2023, 12(Special Issue 4), 4005-4013

Barinderjit Singh “Artificial Intelligence in Agriculture” Journal of Survey in Fisheries
Sciences, 10(3S) 6601-6611, 2023.

46



28.

29.

30.

31.

32.

A STUDY ON “AWARENESS AND ITS RISK OF USING DIGITAL WALLET’S”

Dr. S. Sathyakala “The Effect of Fintech on Customer Satisfaction Level” Journal of
Survey in Fisheries Sciences, 10(3S) 6628-6634, 2023.

Umaya Salma Shajahan “Fintech and the Future of Financial Services” Journal of Survey
in Fisheries Sciences, 10(3S) 6620-6627, 2023.

M.Raja Lakshmi “Green Marketing: A Study of Consumer Perception and Preferences in
India” Journal of Survey in Fisheries Sciences, 10(3S) 6612-6619, 2023.

Dr. D. Paul Dhinakaran “Employees Satisfaction towards Labour welfare Measures in
Tamil Nadu State Transport Corporation Limited, Kumbakonam”, Asian journal of
Managemen, 163-168, 2012.

Gowthami T “Role of Artificial Intelligence in Marketing Strategies and Performance”
Migration LettersVolume: 21, No: S4 (2024), pp. 1589-1599, SSN: 1741-8984
(Print)ISSN:1741-8992(Online)
https://migrationletters.com/index.php/ml/article/view/7579/4909,

47



